Up Skills Hub

CYBERSECURITY TRAINING PACKAGE

Learn the Skills Real Hackers Use — Before they’re Used on You

Why This Program?

In today's connected world, attackers exploit overlooked weaknesses in systems that most
users don'’t fully understand. This intensive, hands-on cybersecurity training builds your
skills from the ground up — starting with a deep dive into the foundations of how operating
systems and networks function and are exploited.

No theory-only lectures. No generic videos. Every concept is taught through real-world
simulation labs and practical tools used by ethical hackers.

Program Structure (3 Months)

Month 1: Introduction to Cybersecurity + Linux Hacking Foundations

Part A: Introduction to Cybersecurity
Gain a foundational understanding of cyber threats, crimes, systems, and protection
mechanisms.

Topics Include:

- History of the Internet, DNS, and Web Infrastructure
- Introduction to Cybercrime and Classifications

- Malware and Its Types (Viruses, Worms, Trojans, etc.)
- Common Cybercrimes: Phishing, DoS, Spoofing, etc.

- Authentication, Encryption, Digital Signatures

- Firewalls, Antivirus, Steganography

- Computer Forensics & Cybercrime Reporting

- Secure Passwords, Two-Step Verification

- System & Network Hardening (Windows/Mac/Linux)
- Safe Browsing, Email Security, WLAN Threats

- Smartphone Security Guidelines

- Social Media Safety Best Practices



Part B: Linux Hacking Foundations
Linux is the OS of choice for hackers. Learn to command it like a professional.

Topics Include:
- Linux Filesystem and Terminal Mastery

- Text Manipulation and Bash Scripting for Hackers
- User, Permission & Process Management

- Network Configuration and Host Discovery

- File Systems, Logging, and Manipulation

- Services Security: Web, SSH, MySQL

- Kernel Basics & Exploit Development

- Wireless Network Hacking

- Python for Cybersecurity Tasks

- Task Scheduling & Automation (cron, systemd)

Month 2: Network Hacking Essentials
Build skills in both attacking and defending real-world networks.

Topics Include:

- Network Protocols & Packet Analysis (Wireshark, tcpdump)
- MITM Attacks and Traffic Manipulation

- ARP Spoofing, DNS Poisoning, and Sniffing

- Wireless Network Exploits and WPA Attacks

- Topology Discovery, Network Mapping

- Bypassing Firewalls and Intrusion Detection Systems

- Simulating and Analyzing Enterprise Infrastructure

Month 3: Advanced Hacking, Cloud Security & EC-Council Modules

This advanced track prepares learners for professional cybersecurity roles and
certifications.

Topics Include:

- Advanced Exploitation & Payload Delivery

- Persistence, Evasion, and Privilege Escalation

- Social Engineering and Red Teaming

- Web Application Attacks (XSS, SQLi, CSRF, etc.)

- Mobile and Wireless Exploitation

- Cloud Security (AWS, Azure) and Threat Detection

- Cyber Attack Documentation and Reporting
Mapped to EC-Council CEH Domains:

- Footprinting and Reconnaissance

- Scanning & Enumeration

- System Hacking and Malware Analysis
- Sniffing and DoS Attacks

- Session Hijacking

- Web Application Hacking

- Cloud & IoT Threats



Who Should Attend

- IT professionals seeking real-world cybersecurity expertise

- Students passionate about ethical hacking and defense

- Tech founders & digital asset managers

- Anyone committed to understanding and applying both offensive and defensive
cybersecurity

Prerequisites

For Beginners:
- Basic computer operation and internet usage
- English comprehension

For Experienced Learners:
- Proficiency in Linux and networking
Note: A practical skills assessment is required to confirm readiness for advanced modules.

Program Outcome

By the end of this program, you will be able to:

- Secure systems and networks using attacker-grade techniques
- Identify and mitigate common and advanced cyber threats

- Automate security tasks with Bash and Python

- Simulate real attacks and defend against them

- Prepare for certifications like CEH, Security+, or OSCP

Contact Information

Up Skills Hub

Email: upskillshub.info@gmail.com

Website: https://www.upskillshub.com/

LinkedIn: https://www.linkedin.com/company/up-skills-hub/
Contact: 0781 796 283
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